
File Audit Failure with Restricted Information Inference

File Audit with Restricted Information Inference

Firewall Logon Failure with Inference

ICMPTrafficAudit Address Mask Reply Infer ICMP Flood Denial

ICMPTrafficAudit Address Mask Reply Infer ICMP Query alert

ICMPTrafficAudit Address Mask Request Infer ICMP Flood Denial

ICMPTrafficAudit Address Mask Request Infer ICMP Query alert

ICMPTrafficAudit Echo Reply Infer ICMP Flood Denial alert

ICMPTrafficAudit Echo Reply Infer Ping Sweep alert

ICMPTrafficAudit Echo Request Infer ICMP Flood Denial alert

ICMPTrafficAudit Echo Request Infer Ping Sweep alert

ICMPTrafficAudit Host Unreachable Infer ICMP Flood Denial alert

ICMPTrafficAudit Host Unreachable Infer ICMP Query alert

ICMPTrafficAudit Information Reply Infer ICMP Flood Denial alert

ICMPTrafficAudit Information Reply Infer ICMP Query alert

ICMPTrafficAudit Information Request Infer ICMP Flood Denial

ICMPTrafficAudit Information Request Infer ICMP Query alert

ICMPTrafficAudit Parameter Problem Infer ICMP Flood Denial alert

ICMPTrafficAudit Parameter Problem Infer ICMP Query alert

ICMPTrafficAudit Redirect Infer ICMP Flood Denial alert

ICMPTrafficAudit Redirect Infer ICMP Redirect Access alert

ICMPTrafficAudit Source Quench Infer ICMP Flood Denial

ICMPTrafficAudit Source Quench Infer ICMP Source Quench Denial

ICMPTrafficAudit Time Exceeded Infer ICMP Flood Denial alert

ICMPTrafficAudit Time Exceeded Infer Trace Route Footprint alert

ICMPTrafficAudit Timestamp Reply Infer ICMP Flood Denial alert

ICMPTrafficAudit Timestamp Reply Infer ICMP Query alert

ICMPTrafficAudit Timestamp Request Infer ICMP Flood Denial alert

ICMPTrafficAudit Timestamp Request Infer ICMP Query alert

InternalUserLogonFailure with Inference

IPTrafficAudit Asymmetric Routing with Infer possible IP Spoof

IPTrafficAudit Large Fragments with Infer possible alert

IPTrafficAudit Loose Source Route with Infer alert

IPTrafficAudit More Fragment with possible Infer alert

IPTrafficAudit Record Packet Route with Infer possible alert

IPTrafficAudit Security with Infer possible alert

IPTrafficAudit Strict Source Route with Infer possible alert

IPTrafficAudit Tear Drop with Infer possible alert

IPTrafficAudit Timestamp with Infer possible alert

IPTrafficAudit Too Many Fragments Set with Infer possible alert

IPTrafficAudit Too Many Fragments with Infer possible alert

IPTrafficAudit Unknown Protocol with Infer possible alert

IPTrafficAudit with Bad Options with Infer possible alert

IPTrafficAudit with SATNET with Infer possible alert

RIPMalformed Packet Infer Malformed RIP Access alert

Rule Name



RPC Portmapper Registration Infer RPC Portmapper Denial alert

RPC Portmapper Unregistration Infer RPC Portmapper Denial alert

Spoofed PPTP Packet Infer possible PPTP Spoof alert

SSH Logon Failure  with Inference

TCPTrafficAudit All Flags Set with possible Inference

TCPTrafficAudit FIN Bit Set with possible TCP Portscan Inference

TCPTrafficAudit Missing SYN Bit with possible Inference

TCPTrafficAudit No Bits Set with possible TCP PortScan Inference

TCPTrafficAudit with possible TCP PortScan Inference

TCPTrafficAudit with possible Unusual TCP Traffic Inference

TCPTrafficAudit With SYN FIN Bits Set with possible Inference

UDPTrafficAudit with UDP PortScan Inference

UDPTrafficAudit with Unusual UDP Traffic Inference

UserLogonFailure with Inference

Web Traffic Content Filter Infer HTTP Client Access alert

Windows Batch Logon Failure with Inference

Windows Cached Interactive Logon Failure with Inference

Windows Interactive Logon Failure with Inference

Windows Logon Failure with Inference

Windows Network Cleartext Logon  Failure with Inference

Windows Network Logon Failure with Inference

Windows New Credentials Assigned Logon Failure with Inference

Windows Proxy Logon Failure with Inference

Windows Remote Interactive Logon Failure with Inference

Windows Service Logon Failure with Inference

Windows Workstation Unlock Logon Failure with Inference



Event Class.Field Comparison Criteria

FileAuditFailure.Filename does not contain *desktop.ini*

FileAudit.EventInfo contains *File open*

UserLogonFailure.LogonType contains Firewall

ICMPTrafficAudit.AlertActivityType contains ICMP Address Mask Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Address Mask Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Address Mask Request

ICMPTrafficAudit.AlertActivityType contains ICMP Address Mask Request

ICMPTrafficAudit.AlertActivityType contains ICMP Address Mask Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Address Echo Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Echo Request

ICMPTrafficAudit.AlertActivityType contains ICMP Echo Request

ICMPTrafficAudit.AlertActivityType contains ICMP Host Unreachable

ICMPTrafficAudit.AlertActivityType contains ICMP Host Unreachable

ICMPTrafficAudit.AlertActivityType contains ICMP Information Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Information Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Information Request

ICMPTrafficAudit.AlertActivityType contains ICMP Information Request

ICMPTrafficAudit.AlertActivityType contains ICMP Parameter Problem

ICMPTrafficAudit.AlertActivityType contains ICMP Parameter Problem

ICMPTrafficAudit.AlertActivityType contains ICMP Redirect

ICMPTrafficAudit.AlertActivityType contains ICMP Redirect

ICMPTrafficAudit.AlertActivityType contains ICMP Source Quench

ICMPTrafficAudit.AlertActivityType contains ICMP Source Quench

ICMPTrafficAudit.AlertActivityType contains ICMP Time Exceeded

ICMPTrafficAudit.AlertActivityType contains ICMP Time Exceeded

ICMPTrafficAudit.AlertActivityType contains ICMP Timestamp Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Timestamp Reply

ICMPTrafficAudit.AlertActivityType contains ICMP Timestamp Request

ICMPTrafficAudit.AlertActivityType contains ICMP Timestamp Request

InternalUserLogonFailure exists

IPTrafficAudit.AlertActivityType contains IP Asymmetric Routing

IPTrafficAudit.AlertActivityType contains IP Large Fragment

IPTrafficAudit.AlertActivityType contains IP Loose Source Route

IPTrafficAudit.AlertActivityType contains IP More Fragments

IPTrafficAudit.AlertActivityType contains IP Record Packet Route

IPTrafficAudit.AlertActivityType contains IP Security

IPTrafficAudit.AlertActivityType contains IP Strict Source Route

IPTrafficAudit.AlertActivityType contains IP Teardrop

IPTrafficAudit.AlertActivityType contains IP Timestamp

IPTrafficAudit.AlertActivityType contains IP Too many fragments in set

IPTrafficAudit.AlertActivityType contains IP Too many Fragments

IPTrafficAudit.AlertActivityType contains IP Unknown Protocol

IPTrafficAudit.AlertActivityType contains IP Bad Option List

IPTrafficAudit.AlertActivityType contains IP SATNET

RIPTrafficAudit.AlertActivityType contains RIP Malformed Packet

Correlation



RPCTrafficAudit.AlertActivityType contains RPC Port Registration

RPCTrafficAudit.AlertActivityType contains RPC Port Unregistration

PPTPTrafficAudit.AlertActivityType contains Spoofed PPTPPacket

UserLogonFailure.LogonType contains SSH

TCPTrafficAudit.AlertActivityType contains TCP All flags set

TCPTrafficAudit.AlertActivityType contains TCP FIN bit set

TCPTrafficAudit.AlertActivityType contains TCP missing SYN Flag

TCPTrafficAudit.AlertActivityType contains TCP No bits set

TCPTrafficAudit exists

TCPTrafficAudit exists

TCPTrafficAudit.AlertActivityType contains TCP FIN and SYN bits set

UDPTrafficAudit exists

UDPTrafficAudit exists

UserLogonFailure exists

WebTrafficAudit.AlertActivityType contains Web Content

UserLogonFailure.LogonType contains Windows: Batch

UserLogonFailure.LogonType contains Windows: Cached Interactive Logon

UserLogonFailure.LogonType contains Windows: Interactive

UserLogonFailure.LogonType contains Windows*

UserLogonFailure.LogonType contains Windows: Network Cleartext Logon

UserLogonFailure.LogonType contains Windows: Network

UserLogonFailure.LogonType contains Windows: New Credentials Assigned

UserLogonFailure.LogonType contains Windows: Proxy

UserLogonFailure.LogonType contains Windows: Remote Interactive Logon

UserLogonFailure.LogonType contains Windows: Service

UserLogonFailure.LogonType contains Windows: Workstation Unlock



Field Comparison

FileName Same 30 30

FileName Same 30 30

DestinationAccount Same 30 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

SourceMachine Same 20 10

SourceMachine Same 10 10

InternalUserName Same 3 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine Same 10 10

Adv. Correlation
Events Within (Secs)



SourceMachine Same 10 10

SourceMachine Same 10 10

SourceMachine Same 10 10

DestinationAccount Same 3 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine, DestinationMachine Same, Same 10 10

SourceMachine Same 10 10

DestinationMachine Same 10 10

DestinationAccount Same 3 10

SourceMachine Same 10 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10

DestinationAccount Same 3 10



5 Infer Alert RestrictedInformationAttempt

5 Infer Alert RestrictedInformationAttempt

5 Infer Alert FailedAuthentication

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert PingSweep

5 Infer Alert ICMPFloodDenial

5 Infer Alert PingSweep

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPRedirectAccess

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPSourceQuenchDenial

5 Infer Alert ICMPFloodDenial

5 Infer Alert TraceRouteFootprint

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert ICMPFloodDenial

5 Infer Alert ICMPQuery

5 Infer Alert FailedAuthentication

5 Infer Alert IPSpoofAccess

5 Infer Alert IPFragmentationDenial

5 Infer Alert IPSourceRouteAccess

5 Infer Alert IPFragmentationAccess

5 Infer Alert PingSweep

5 Infer Alert UnusualIPTraffic

5 Infer Alert IPSourceRouteAccess

5 Infer Alert Teardrop Denial

5 Infer Alert PingSweep

5 Infer Alert IPFragmentationAccess

5 Infer Alert IPFragmentationDenial

5 Infer Alert UnusualIPTraffic

5 Infer Alert UnusualIPTraffic

5 Infer Alert UnusualIPTraffic

5 Infer Alert MalformedRIPAccess

GeneratesResponse (Min) Action



5 Infer Alert RPCPortmapperDenial

5 Infer Alert RPCPortmapperDenial

5 Infer Alert PPTPSpoof

5 Infer Alert FailedAuthentication

5 Infer Alert TCPPortScan

5 Infer Alert TCPPortScan

5 Infer Alert UnusualTCPTraffic

5 Infer Alert TCPPortScan

5 Infer Alert TCPPortScan

5 Infer Alert UnusualTCPTraffic

5 Infer Alert TCPPortScan

5 Infer Alert UDPPortScan

5 Infer Alert UnusualUDPTraffic

5 Infer Alert FailedAuthentication

5 Infer Alert HTTPClientAccess

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication

5 Infer Alert FailedAuthentication


