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How to Backup Your Orion Application Servers and MSSQL Database with SolarWinds Backup 

Deploy the SolarWinds Backup Agent to the Windows Application Server(s) and MSSQL Server 

1. Login to the console (https://backup.management) 

2. Click the BLUE “Add” Button on the left 

 
3. Click “Automatic Deployment” (Note: SolarWinds will system generate an Encryption key using this method. If 

you are required to generate and keep your own Encryption keys/Security codes you will want to use the 

“Regular” deployment method.) 

 
4. Backup Profile = “No Profile”, then Click “Next” (Automatic Deployment Method) 

5. Follow the on-screen instructions for downloading and installing agent then click “Finish”. 

6. Install the Backup Manager Agent per the instructions. 

Backup the SolarWinds Orion Application Servers (No Backup Profile) 

1. Add SolarWinds Orion Application Servers “Files and Folders” and “System State” to the Backup Selection 

a. For each Application Server, Click the device in the devices list. 

b. Click “Launch backup client” 

  
c. Click the “Backup” Tab 

d. Select and add “Files and Folders” 

e. Select and add “System State” 

f. Click “Add” for each 

g. Click “Save” 

h. Click “Run Backup” at the top right of the screen 

 
i. NOTE: To Schedule Backups you can click the “Preferences” tab and add the desired schedule. On a side 

note you can also create a “Backup Profile” to configure your schedule and define the Files/Folders and 

System to be backed up there. Then assign it to your systems. More Info on Backup Profiles 

Backup the MSSQL Database 

1. SolarWinds Backup uses VSS (Volume Shadow Copy Service) to perform its backups. 

a. Before performing the backup you’ll want to verify a couple of service are running.  

i. Look for the “SQL Server VSS Writer” service, start if stopped 

ii. Look for the “Volume Shadow Copy” service, start if stopped  

2. If using MSSQL Express 

a. Proceed to “Add Orion SQL DB to Backup Selection” 

3. If using MSSQL Standard/Enterprise 

a. By Default SolarWinds Backup expects SQL to use the “Simple Recovery Model.” If the Simple Recovery 

Model is used then continue to the section titled “Add Orion SQL DB to Backup Selection” 

b. How to see if the database Recovery Model is set to “Simple” 

https://backup.management/
https://backup.management/#/profiles
https://backup.management/#/support/backup-disaster-recovery-console-guide/backup-profiles/


2 
 

i. Open SQL Management Studio, check the properties of the database 

 
ii. Additional Information on the Simple Recovery Model 

1. Under this model, inactive virtual log files are automatically removed after each 

checkpoint (or shortly after it). It saves space and helps avoid unnecessary processing. 

c. If the “Simple” Recovery Model is NOT used, then logs would typically be managed externally from the 

backup. See Scenarios Below. 

i. Scenario 1: If you run native SQL backups for local log backup and management you have to put 

SolarWinds Backup in “Copy-Only” mode. 

ii. Scenario 2: If you are dealing with a cluster, with active syncing that requires full logging, then 

you need the Backup Manager agent on each clustered node and the native enterprise manager 

to do local backups and log management. You will set SolarWinds Backup to “Copy-Only” mode. 

1. Additional Information on the “Full” Recovery Model 

a. If you choose to back up a database under the full recovery model, you are 

responsible for truncating the logs. 

b. There are tools within MSSQL to deal with this. Such as max size of logs and Log 

Shrinking. 

iii. Set SolarWinds Backup to “Copy-Only” mode 

1. Add the parameter UseCopyOnlySnapshot=1 to the “General” section of the Backup 

Manager configuration file. 

a. Windows:  C:\Program Files\Backup Manager\config.ini 

b. Note: Run Notepad as Administrator to edit the file. 

2. More Information on “Copy-Only” Backups  

a. A copy-only backup is a SQL Server backup that is independent of the sequence 

of conventional SQL Server backups. Usually, taking a backup changes the 

database and affects how later backups are restored. However, occasionally, it 

is useful to take a backup for a special purpose without affecting the overall 

backup and restore procedures for the database. 

b. Reference: https://technet.microsoft.com/en-

us/library/ms191495%28v=sql.105%29.aspx 

4. Add Orion SQL DB to Backup Selection 

a. Click the SQL server in the devices list. 

b. Click “Launch backup client” 

  
c. Click the “Backup” Tab 

d. MSSQL should show as a “Detected” resource 

 
e. Click “Add” 

f. Click the checkbox next to the Orion Database 

https://technet.microsoft.com/en-us/library/ms191495%28v=sql.105%29.aspx
https://technet.microsoft.com/en-us/library/ms191495%28v=sql.105%29.aspx
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g. Click “Save” 

h. Click “Run Backup” at the top right of the screen 

 
5. When scheduling your backups set the backup time to one different from any other SQL backups that might be 

scheduled outside of SolarWinds Backup. 

6. Additional Information on MSSQL Backups: 

http://help.solarwinds.com/backup-recovery/Content/backup-manager/backup-manager-guide/ms-sql-backup-

reqs.htm 

Troubleshooting VSS 

1. Check the SqlServerWriter VSS writer and make sure it’s in a stable, errorless state. 

a. At the command prompt type: “vssadmin list writers” 

b. This will list all VSS writers that are on the system. 

c. Look for the SqlServerWriter, it should look like the following:  

 
d. The State should be “Stable” and Last error should show “No Error” 

e. If either of these are in another state, DO NOT continue.  Go to the “Troubleshooting VSS” section 
of this document. You must identify the reason for the alternate state prior to proceeding with the 
backup. 

2. Failed VSS writers – Find and restart services 
a. Run Command Prompt as Administrator (right click on Command Prompt and Run as Administrator) 
b. Find each of the VSS writers in a failed state by running this command – “vssadmin list writers”. 

Example: 

 
 

c. If the “vssadmin list writers” command hangs and does not return any output, this is an indication that 
the Volume Shadow Copy service itself, or one of its dependent tasks, might be in a bad state. This can 
cause the VSS writer audit to fail. We recommend that you restart this service to clear this state. If the 
service won’t restart, a reboot of the system is typically required. 

d. Make a note of all the failed VSS writers or take a screenshot. 
e. Find the VSS writer's associated Service Display Name in the table listed below. Restart each service.  

Example: 

http://help.solarwinds.com/backup-recovery/Content/backup-manager/backup-manager-guide/ms-sql-backup-reqs.htm
http://help.solarwinds.com/backup-recovery/Content/backup-manager/backup-manager-guide/ms-sql-backup-reqs.htm
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f. Open “Services”, and stop any VSS related service that are running. 
g. Run the command “vssadmin list writers” again in elevated command prompt to confirm the status has 

changed to Stable with No Error. 
Example: 

 
 

h. If the VSS writers are still in a failed state, you need to reboot the system. 
 

List of VSS Writers and their Corresponding Service  
 

VSS Writer Service Name Service Display Name 

ADAM $instanceName Writer ADAM_$instanceName $instanceName 

ASR Writer VSS Volume Shadow Copy 

BITS Writer BITS Background Intelligent Transfer Service 

Certificate Authority CertSvc Active Directory Certificate Services 

COM+ REGDB Writer VSS Volume Shadow Copy 

DFS Replication service writer DFSR DFS Replication 

DHCP Jet Writer DHCPServer DHCP Server 

FRS Writer NtFrs File Replication 

FSRM writer srmsvc File Server Resource Manager 

IIS Config Writer AppHostSvc Application Host Helper Service 

IIS Metabase Writer IISADMIN IIS Admin Service 

Microsoft Exchange Replica Writer MSExchangeRepl Microsoft Exchange Replication Service 

Microsoft Exchange Writer MSExchangeIS Microsoft Exchange Information Store 

Microsoft Hyper-V VSS Writer vmms Hyper-V Virtual Machine Management 

MSMQ Writer (MSMQ) MSMQ Message Queuing 

MSSearch Service Writer WSearch Windows Search 
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NPS VSS Writer EventSystem COM+ Event System 

NTDS NTDS Active Directory Domain Services 

OSearch VSS Writer OSearch Office SharePoint Server Search 

OSearch14 VSS Writer OSearch14 SharePoint Server Search 14 

OSearch15 VSS Writer OSearch15 SharePoint Server Search 15 

Registry Writer VSS Volume Shadow Copy 

Shadow Copy Optimization Writer VSS Volume Shadow Copy 

SharePoint Services Writer SPWriter Windows SharePoint Services VSS Writer 

SMS Writer SMS_SITE_VSS_WRITER SMS_SITE_VSS_WRITER 

SPSearch VSS Writer SPSearch Windows SharePoint Services Search 

SPSearch4 VSS Writer SPSearch4 SharePoint Foundation Search V4 

SqlServerWriter SQLWriter SQL Server VSS Writer 

System Writer CryptSvc Cryptographic Services 

TermServLicensing TermServLicensing Remote Desktop Licensing 

WDS VSS Writer WDSServer Windows Deployment Services Server 

WIDWriter WIDWriter Windows Internal Database VSS Writer 

 
 

2. VSS Storage is Full or Nearing Capacity 

a. At a command prompt type: “Vssadmin List Shadows” 

i. This will show you if there are any Shadow copies using the Shadow Storage 

b. At the command prompt type: “Vssadmin List ShadowStorage” 

i. This will show you the volume shadow space currently in use, the space that is reserved for future 

use (labeled as allocated), and the maximum space that might be dedicated. This space is used to 

store changes while a shadow copy is active. 

ii. If the space used is showing to be at its maximum, it might be necessary to manually increase the 

Shadow Storage size.  

1. To increase the Shadow Storage size, at the command prompt type: 

2.   “Vssadmin Resize ShadowStorage /For=<driveletter>: /On=<driveletter>: 

/maxsize=20%” 

3. Example:  

a. “Vssadmin Resize ShadowStorage /For=c: /On=c: /maxsize=20%” 

b. This states “for” source drive “c:” put the shadow storage on “c:” and allocate a max 

size of 20% of the c-drive for shadow storage. 

c. For More information on this command type: “Vssadmin Resize ShadowStorage” 

without any parameters. 

Disclaimer:  

This is NOT an official SolarWinds document and should be treated as such. information contained in this document has been gathered from the 

online help and other online resources. It is to be used for guidance purposes only.  


