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INTRODUCTION
The diversity of available data protection solutions makes it easy 

to believe that data protection is a solved problem. In reality, data 

protection must constantly adapt to keep pace with the rapid 

evolution of IT, and constant vigilance is required if you want to 

avoid a resume-generating event.

A recent Dell/EMC survey found that 57% of the more than 2,200 

respondents reported that their organization uses two or more data 

protection vendors. Meanwhile, just 18% of respondents believe 

their current data protection solution will meet all future business 

challenges. The same survey reported that the average cost of data 

loss is $900,000, and the average cost of downtime is $555,000; the 

fact that only 18% of respondents believe their organization’s data 

protection approach is adequate is disconcerting, to say the least. 

IT is complicated and covers a constantly evolving spectrum of 

solutions. Backup solutions must be able to protect the entirety of 

an organization’s IT. As a result, backup solutions have become 

complicated, and are constantly evolving. As new workloads are 

added, new data protection is added.
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solution a concern. These were followed by overall 

complexity and configuration concerns at 31.5%, and 

ease of use concerns at 29.1%. 

Increasingly, organizations are turning to cloud solutions 

for storage. This can make storage easier, but it can 

also increase the management burden, as organizations 

must now deal with storing data on storage they don’t 

control. This requires encryption, audits for regulatory 

compliance and more.

The cloud provider chosen makes a big difference. The 

extent to which the cloud provider chooses to address 

regulatory compliance concerns, encryption, reporting, 

and similar concerns ultimately determines whether 

turning to the cloud is worthwhile.

Handling hybrid cloud storage is difficult enough for one 

product; when the number of solutions in an organization 

directly engaging hybrid cloud storage multiplies, it can get 

completely out of hand. Each might have its own approach 

to encryption, for example, while some might not provide 

encryption capabilities at all, relying on the organization 

to solve the encryption problem on their own.

Clear-cut Costs
Multiple backup solutions can mean an increase in 

directly-observable costs. Each backup solution has to be 

licensed. This is often an initial expense on top of ongoing 

subscriptions for support and cloud services. 

Hardware appliances may be part of some backup 

solutions, while others may require dedicated storage. 

Virtually all backup solutions require some form of local, 

on-premises storage, even those that use a cloud provider 

as the ultimate backup destination. 

It’s easy for inefficiency to creep into anything of 

complexity. This is doubly true for something like data 

protection. Like insurance, data protection is an inherently 

disquieting topic that involves planning for failure, 

disasters, human error, and statistically unlikely scenarios. 

In most companies, one solution is added on top of 

another, and rarely is the whole of an organization’s 

data protection approach considered holistically or 

rationalized. Over time, that costly inefficiency creeps 

in. Weeding it out requires familiarizing oneself with—

and confronting—data protection’s many challenges.

Backup Solution Sprawl
To explore the complexity of backups is to explore the 

complexity of IT. There is something new to back up 

everywhere IT teams have placed management solutions. 

For example, virtual servers have different backup 

considerations compared to physical servers. These are 

both different from backing up individual end-user 

solutions; and both are different again from backing up 

the configurations of other equipment on the network, 

such as network switches or printers.

As a general rule, if IT teams need a different set of tools 

to manage something, they’ll need a different approach 

to backing it up. More backup solutions just add to the 

complexity, because each of those solutions need to be 

cared for individually. Every now and again, organizations 

need to rationalize their approach to backups, if for no 

other reason than to reduce the failure potential due to 

this complexity.

Storage management is one example of backups magnifying 

complexity. All those backups have to go somewhere. 

Storage isn’t easy to manage at the best of times, and each 

backup solution handles it differently. As data grows, you 

need more and more.

A recent survey commissioned by SolarWinds reinforces 

these concerns. In this survey, which had 578 respondents, 

multiple pain points were cited as significant. Nearly 

forty-two percent noted the price as an area of concern, 

33.9% listed managing and forecasting storage usage, 

while 32.7% found the reliability of their data protection 
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This on-premises storage is used to ensure a low Recovery 

Time Objective (RTO). RTO is the time it takes to restore a 

file or workload from a backup and is often contrasted with 

the Recovery Point Objective (RPO), which is a measure 

of the maximum amount of data that might be lost due 

to backup methodology, as a measure of time. RPOs are 

important in disaster planning.

Unfortunately, while the costs of backup storage can 

be mitigated, they cannot be completely avoided. The 

industry-wide accepted approach to backups is called 

the “3-2-1 backup strategy,” which can be satisfied in a 

number of ways. 

Traditional storage approaches had organizations back 

up to tape. Tapes would be copied, put on a truck and 

sent to a secure offsite storage facility. This created 

three copies of the data, in the form of the production 

copy, the onsite tape backup, and the offsite tapes. 

Over time this evolved. Widespread internet access 

allowed organizations to back up their data to a local 

disk-based storage array, and then send a copy to their 

disaster recovery site. For fully modern backup solutions, 

this has evolved into sending a copy to a cloud storage 

location instead of an organization-owned disaster 

recovery location. 

For those backup solutions that don’t use the cloud 

as a backup destination, storage costs are magnified.  

Organizations not using cloud storage will either have to 

rely on rotating media (such as tape), which is fragile, 

finicky, and expensive to safely transport and store, or 

they must maintain storage in an additional physical site. 

Standing up and maintaining an additional data center is 

a significant expense. The ability to spread the expense 

across multiple customers is one of the reasons that 

cloud computing became so popular. From a raw cost 

perspective, cloud storage is hard to beat.

Hidden Backup Costs 
While some of the impact of having multiple solutions to 

manage is easy to measure, much of the cost is reflected 

indirectly and often asynchronously in staffing pressure. 

Backup solution sprawl imposes management overhead 

on IT teams. This leads to a human resource strain. 

While there are easily quantifiable human capital 

costs in the form of ongoing training, multiple backup 

solutions also create human resources pressure that’s 

less easy to define. There are real-world limits to how 

many products any systems administrator can truly 

master. Even organizations that have dedicated backup 

administrators often end up having to keep multiple 

administrators dedicated to individual solutions on staff. 

Occupying IT talent with backup management creates 

an operational opportunity cost. Quality IT staff are 

hard to come by, and expensive to acquire. The cost of 

onboarding new staff can be up to 20% of their yearly 

salary, and IT staffs are often among the higher-paid 

individuals within an organization.

Rationalizing one’s data protection strategy can deliver 

quick returns from a human resources standpoint. A 

simple example is the ability of modern backup solutions 

to allow end-users to restore their own files, or service 

owners to restore workloads for which they’re responsible, 

without having to involve IT staffers directly.

Tasking administrators with mundane backup duties 

such as restoring files for end-users means that those 

valuable human resources are being occupied by simply 

“keeping the lights on.” This is a significant inefficiency. 

IT staffs capable of understanding the complexity of 

data protection solutions are individuals who could, 

and arguably should, be better used to automating IT 

infrastructure. In addition to increasing job satisfaction 

by removing mundanity from their daily routine, their 

efforts can be directed toward designing solutions to 

interconnect various pieces of IT, or otherwise advancing 

the organization’s goals.  

The 3-2-1 backup strategy states that 

organizations should keep three copies of 

their data, on at least two different types of 

storage media, with at least one copy being 

offsite. Offsite backups are an absolutely critical 

component of any data protection strategy. If 

your data doesn’t exist in at least two places, 

then it does not exist.

https://www.americanprogress.org/wp-content/uploads/2012/11/CostofTurnover.pdf
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Testing
One place where modern backup solutions can produce 

a noticable savings is in checking and testing backups. 

One of the open secrets of IT is that while many 

organizations back up their data, very few actually test 

to see if those backups work.

Data protection testing comes in two broad categories:

1. Backup verification makes sure that the data that 

has been backed up matches the data that was 

supposed to be backed up.

2. Restore verification makes sure that the data that 

has been backed up can be restored as expected.

Data protection testing can be—and usually is—a time 

sink. It’s also one of the time investments most quickly 

abandoned when competition for administrator time 

increases. This is dangerous.

Untested backups are the source of many sleepless 

nights for systems administrators. This is partly because 

administrators are typically held responsible for a failure 

of data-protection solutions to restore data as expected, 

Soft Costs
Organizations choosing not to staff dedicated backup 

administrators are not magically avoiding costs, 

however. While it’s true that a fully modern and 

rationalized data protection solution that encompasses 

the entire organization can dramatically reduce costs, 

simply reassigning dedicated backup administrators 

doesn’t cause such a solution to come into being.

Systems administrators in smaller organizations without 

defined IT specializations, as well as those in larger 

organizations who have declined to employ dedicated 

backup administrators, frequently report struggling to 

meet their employer’s data-protection needs. 

The quality of the data-protection solution makes a 

big difference. Systems administrators using outdated 

solutions often find themselves having to address 

backup needs during lunch hours and on weekends, so 

as not to disrupt operations. 

Having to solve data protection issues during off 

hours creates stress for administrators, stress that is  

magnified when multiple backup solutions are in play. 

The harder it is to obtain an organization-wide view of 

data protection, the easier it is for data protection to 

fragment into islands of functionality, which cascades 

out into all of the inefficiencies discussed earlier.

Stressed-out systems administrators leave. Replacing 

them is costly. Organizations shedding administrators 

because of a refusal to modernize data protection could 

also be facing the problem of losing administrators with 

critical organization-specific knowledge.

If one’s data protection approach consists of a patchwork 

of solutions, losing the only people who understand how 

it’s all held together can be dangerous. Documentation 

can mitigate the risks involved to a certain extent, but 

only if replacement administrators can make sense of it. 

A single, rationalized, modern data protection solution 

avoids all of these problems.

Restore verification is a critical data-protection 

concept. Restore verification ensures that data 

can be extracted from backups and used as 

intended. In the case of individual file restoration, 

this would mean the ability to extract the version 

of the file desired, then restore it to the location 

desired by the end- user. In the case of a complete 

workload, restore verification would mean the 

ability to return that workload to operation, 

typically through the use of virtualization. 

Always test your backups. If you can’t recover 

your data, then it doesn’t exist!

https://www.symantec.com/content/en/us/enterprise/white_papers/b-backup-admins-speak-out-cascade-insights-WP_21247457.en-us.pdf
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SolarWinds Backup is a hybrid cloud backup solution 

that can help organizations achieve their regulatory 

compliance goals. As the IT industry has evolved, so too has 

SolarWinds Backup. SolarWinds Backup not only provides 

a single solution to meet an organization’s data protection 

technical needs, it offers administrative capabilities that 

cater to the needs of today’s administrators.

The SolarWinds Backup console can be accessed 

anywhere, from any device. Administrators do not need 

to find a desk and break out a notebook; they can use 

their phone or tablet to solve problems wherever they 

happen to be, quickly, and in real-time.

The need for data protection is a fact of life, but data 

protection doesn’t have to be cumbersome, costly, and 

inefficient. Why not try SolarWinds Backup today?

and partly that systems administrators are often aware 

of the larger context surrounding untested backups.

Untested backups are more serious than the vague 

possibility of being yelled at for a failure. The adequacy 

of backups is relevant to many measures of regulatory 

compliance, and the ability to prove the accuracy of 

those backups is a requirement for most audits.

A data protection solution is only as good as its ability 

to restore. Restores that can’t or haven’t been tested are 

an unknown risk.

Risky Business
Replacing one’s existing data protection solutions 

is rarely simple. It’s easy for such an undertaking 

to consume months or even years of planning, 

implementation, and testing. Given the diversity of costs 

associated with data protection inefficiency, however, a 

unified data protection strategy focused around a single 

solution delivers clear benefits.

Out-of-date backup solutions and backup-solution 

sprawl can be costly. These costs manifest in easy-

to-calculate costs such as the capital and operational 

expenditures of the backup, storage, and data protection 

destination solutions. It also carries a human toll 

observable in its impact on systems administrators.

Data protection exists to mitigate risk. An organization’s 

data protection strategy therefore should not be 

responsible for creating or magnifying risk. 

SolarWinds Backup is a fully modern data protection 

solution built on an established legacy that has been 

used by managed service providers around the world to 

meet the data protection needs of their clients for more 

than a decade.

“My goal is to give you longer 
weekends.”

– SOLARWINDS HEAD GEEK™ PATRICK HUBBARD
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